Abstract-Cloud Computing is a generic term for anything that involves delivering hosted services over the Internet. It is a new paradigm based on a pay-as-you-go approach. Whereas, many large enterprises have embraced the cloud technologies and infrastructures, numerous vendors have developed application, platform and infrastructure services for other organizations to consume. This paper introduces the Cloud Computing concepts, explores the benefits it promises, discusses the inherent issues and challenges and explains, in some detail, the deployment and delivery models for Cloud Computing. The aim is to provide some general information for enterprises wishing to integrate their existing IT processes and systems with Cloud services and infrastructures, which are readily available for their consumption.
INTRODUCTION
Cloud Computing is a generic term for anything that involves delivering hosted services over the Internet. The name cloud computing was inspired by the cloud symbol that is often used to represent the Internet. Gartner [1] defines Cloud Computing as a style of computing where massively scalable IT-enabled capabilities are delivered 'as a service' to external customers using Internet technologies. According to NIST (National Institute of Standards and Technology), Cloud Computing is essentially on-demand access to a shared pool of computing resources [2] . It is an all-inclusive solution in which all computing resources (hardware, software, networking, storage, and so on) are provided rapidly to users as demand dictates [3] and promises to revolutionize IT and business by making computing available as a utility over the internet. Forrester [4] suggests that Cloud Computing refers to a pool of abstracted, highly scalable and managed infrastructure capable of hosting end-customer applications and billed by consumption. The broader aim of Cloud Computing is to make supercomputing available to the masses. Cloud Computing suggests a paradigm shift, which is significantly different from other ideas in the past, particularly due to the evolving nature of infrastructure and the developments in hardware. Enterprises are also required to be agile and responsive to the changes in the computing environment.
Whereas, large organizations are being drawn to the cloud technologies and infrastructures, SMEs (small and medium sized enterprises) have been using cloud computing for some time. Consumers such as general public have also readily • Cost saving with respect to capital investment.
• Reduction in costs with respect to developing and delivering IT services.
• Reduction in management responsibilities and thus allowing key personnel to focus more on production and innovation .
• Increased business agility to allow enterprises to meet the needs of rapidly changing markets.
In the rest of this paper, we first outline the promises that Cloud Computing makes. Then, in sections 3 and 4, we discuss the deployment and delivery approaches as well as the inherent issues and challenges. Section 5 suggests a way forward. A detailed summary is provided in section 6.
II. CLOUD COMPUTING -BENEFITS AND ADVANTAGES
Large vendors like IBM, Dell, and Sun are already taking strong positions with respect to Cloud Computing provision [5] . Standards agencies such as Cloud Security Alliance, National Institute of Standards and Technology are also providing recommendations to unify the Cloud space.
The essential characteristics of Cloud Computing include [2, 6 ]:
• On-demand self-service that enables users to consume computing capabilities (e.g. applications, server time, network storage) as and when required.
• Resource pooling that allows combining computing resources (e.g. hardware, software, processing, network bandwidth) to serve multiple consumerssuch resources being dynamically assigned.
• Rapid elasticity and scalability that allows functionalities and resources to be rapidly and automatically provisioned and scaled.
• Measured provision to optimize resource allocation and to provide a metering capability to determine usage for billing purposes Extension to existing hardware and application resources, thus, reducing the cost of additional resource provisioning.
Cloud Computing is an attractive paradigm that promises numerous benefits viz.: 1) it can help to optimize a company's capital investments by reducing its costs for hardware, software and real estate, resulting in a much lower total cost of ownership and, ultimately, a whole new way of looking at the economics of operational IT and scale; 2) it offers both simplicity and agility requiring minimal time and effort to provision additional resources; 3) it enable an enterprise to tap a talent pool as and when needed for a fraction of the cost of hiring staff or retaining the existing staff and, thus, enabling the key personnel in the organizations to focus more on producing value and innovation for the business; 4) it provides small organizations access to IT services that would otherwise be out of their reach, thus placing large organizations and small businesses on a level playing field; 5) it provide novel and complex computing architectures and innovation potential; and 6) it can provide mechanism for disaster recovery and business continuity through a fully outsourced ICT service for an organization.
Cloud Computing can be massively scalable and there are built-in benefits of efficiency and high utilization that, in turn, results in reduced capital expenditure and reduce operational costs. In general, this new paradigm promises cost savings, agility, innovation, scalability and simplicity. The offerings are continuing to mature and the cost savings are becoming particularly attractive in the current economic climate. Another broader aim of Cloud Computing is to make supercomputing available to the masses.
III. CLOUD COMPUTING -DEPLOYMENT AND DELIVERY MODELS
Cloud Computing can be classified and deployed in a number of ways e.g. as public, private or hybrid clouds.
Public Clouds, also known as External Clouds, are cloud services provided by third parties and hosted and managed by the service providers. The cloud providers assume the responsibilities of installation, management, provisioning and maintenance. This variety of Clouds provides a much greater level of efficiency of pooling of resources. The customers access and consume the services and IT resources. Consumers are charged only for the resources and services they use following a pay-as-you-go approach. Lack of appropriate security, reliability and regulatory compliance is often a major issue, here. Amazon.com is one of the largest public cloud providers.
Private Clouds, also known as Internal Clouds, are proprietary networks, often data centers, residing within the enterprise for the exclusive use of the organization or for a known group of consumers. A local or private network infrastructure is employed. In this case, the enterprise is in charge of setting up and maintaining the cloud and thus the enterprise can take better control of all aspects of the provision and functioning. The added advantage is in terms of better control of security, more effective regulatory compliance and improved quality of service. For mission critical processes and for location of sensitive data, this type of cloud infrastructure is much more effective than Public Clouds. This also provides much more privacy then a Public Cloud would.
Private Clouds are, generally, Clouds that reside within the organization, however, private clouds, outside the organization, are also becoming a possibility, where the resources inside such a Cloud are available only to the organization concerned and totally invisible to others.
When a service provider uses public cloud resources to create their private cloud, the result is a virtual private cloud. A Community Cloud is a semi-private cloud that is used by a defined group of tenants with shared backgrounds and requirements [6] . This, then, becomes a private cloud for this community, where the management responsibility is shared amongst the members of the community.
Hybrid Clouds are a combination of private and public clouds. In this case, the management responsibilities are split between the enterprise and the public cloud providers, which can often become an issue of concern. For mission critical processes, this type of cloud infrastructure can also be highly effective because of enhanced control and management by the enterprise itself. For example, the organizations can keep the sensitive data within the private cloud and the rest in the public cloud.
The Cloud model generally consists of three varieties of architectures which refer to and provide three types of generic services, namely: Software Services, Platform Services and Infrastructure Services. These are generally abbreviated as Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS) and Infrastructure-as-a-Service (IaaS), respectively.
Presenting the model as a pyramid, the Software Services will be at the top and the Infrastructure Services will be at the bottom of the pyramid [3, 7] . Based on this anatomy, the Cloud services are often defined, as in the following sections, and as shown in 
A. Software as a Service
This refers to prebuilt and vertically integrated applications (e.g. an email system, human resource management, payroll processing, database processing and other application processes) are delivered to and purchased by customers as services. Here, customers are looking to purchase functionality. Applications are normally designed for ease of use based on proven business models. This may be regarded as a user level layer and it can be further classified into two separate layers: 1) Services (which are often stand alone applications e.g. a billing service); and 2) Applications (which are often units of functionalities). SaaS is a very broad market where services can be anything from Web-based email to inventory control, even in some cases online banking services, as well as database processing.
Gmail, Hotmail, Quicken Online, IBM® WebSphere, Boomi and SalesForce are some of the well known SaaS products and providers.
B. Platform as a Service
This layer refers to software and product development tools (e.g. application servers, database servers, portal servers, middleware, etc) which clients purchase so they can build and deploy their own applications, thus providing a much increased flexibility and control to the consumer. However, there may sometimes be a certain amount of dependence upon the infrastructures and platform providers. The services, here, are intended to support the 'software services' top layer of the pyramid. The customers are looking to buy time and cost savings in deploying their applications. Typical offerings include runtime environment for application code, Cloud Services, Compute power, storage, and networking infrastructure. This level of services may be regarded as a developer level layer. The pricing structure is often along the lines of: Compute usage per hour; data transfer per GB; IO requests per million; storage per GB; data storage requests per thousand. All charges are per each billing period. Google App Engine, Heroku, Mosso and Engine Yard are examples of PaaS products and providers.
C. Infrastructure as a Service
This layer is essentially hardware (e.g. visualized servers, storage, network devices, etc) and hardware services to enable Cloud Platforms and Applications to operate. These services support the 'software services' top layer of the pyramid. Customers get full control over server infrastructure and that sometimes comes with a price premium. Here, customers are looking to buy 'computing', without making upfront investment. Since, the infrastructure is offered on a pay-forwhat-you-use basis, it is sometimes referred to as utility computing, as there is similarity with the provision and use of services such as electricity and gas. The pricing structure is often similar to the provision for PaaS. Amazon EC2, IBM BlueHouse, VMWare, GoGrid, RightScale and Linode are some of the IaaS products and providers.
D. Other Provision as Services
The dividing line between the three layers as shown in Figure 1 is not clear and, in fact, there is a considerable amount of overlap. For example, a software system may be considered as part of a software platform; similarly, an IS platform may be considered as part of IS infrastructure. It is for this reason that researchers have also discussed combined models such as: In this respect, any provision that is available and that provides support in some sense to the consumers is regarded as a 'service'. For an enterprise, it is not enough to have services available in the Cloud. There is, often, also a requirement of expertise available to help the enterprise to interface, sequence, orchestrate and integrate the services with what already exists. So, Integration-as-a-Service or 'Solution-as-a-Service' can be a particularly important service.
IV. CLOUD COMPUTING -ISSUES AND CHALLENGES
Notwithstanding the benefits that Cloud Computing offers, there are numerous issues and challenges for organizations embracing this new paradigm. Security is being seen as one of major issues. This refers to security of data, security of where the data resides, confidentiality of data, data loss, insider threats, organized crime as well as the legal implications if something does go wrong. Those not signing up to Cloud provisions cite 'security' as the main concern. The answer is not security is provided as an extra feature or service, but that it needs to be embedded into underlying technology that supports Cloud Computing.
Software as a Service Platform as a Service
Infrastructure as a Service Zhen [8] lists a number of major challenges with respect to Cloud Computing, including the following:
• data governance and management • service management • product and process monitoring • infrastructure reliability • system availability • information and visualization security.
The Expert Group Report [9] mentions a number of issues including:
• concerns over security with respect to valuable knowledge, information and data placed on an external service • concerns over availability and business continuitywith some recent examples of failures • concerns over data transmission across anticipated broadband speeds.
Other shortcomings include: no native security attributes; inadequate or no security provisioning by providers; lack of understanding of cloud legal issues; the pricing structure; service level agreements; implications with respect to location and movement of data (especially sensitive data); and the failure to recognize potential liability from either legal issues or a lack of security. Issues with respect to management and control are also really concerns. Cloud providers and Cloud Vendors are now beginning to realize this and, therefore, beginning to address such issues. As a result, the next generation of Cloud services and provisions will be much more robust and reliable.
In spite of the limitation and certain inherent issues, Cloud Computing is becoming an attractive paradigm for large enterprises. In 2008, Forrester [5] predicted that cloud computing initiatives could affect the enterprise within 2 to 3 years as it has the potential to significantly change IT. In 2009, Gartner listed Cloud Computing at number 1 in its top 10 strategic technology areas for 2010 [10, 11] . In another report, Gartner suggested that by 2012, 80% of Fortune companies will pay for some cloud computing service and 30% of them will pay for cloud computing infrastructure [4] .
V. CLOUD COMPUTING -THE WAY FORWARD
Because of the cost savings, operational efficiency, provision scalability and business agility, that Cloud Computing offers, large enterprises are already integrating Cloud Computing into their existing IT systems and application services. For the new comers, aiming to move into the arena to take advantage, there is a need to understand the current provision and the new requirements to ensure that what is being done alignes well with the long term vision of the business.. It is important that the integration of Cloud provisions is planed well -considering also the numerous integration challenges, besides the security and other issues as mentioned in the previous sections. Sasson [13] suggests the following best practices as a way forward:
• Develop a strategy -keeping in view the broader aim and the mission of the business • Learn from others' mistakes -adopting the practices that have been successful elsewhere • Avoid upfront costs -using the pay-as-you-go approach as much as possible • Ensure autonomy -minimising the development and maintenance activities • Ensure security of data and information -noting that this a major concern on public clouds
There are a number of related infrastructures that also need to be in place to take the full advantage. Linthicum [14] points out that cloud computing won't work without SOA (service oriented architecture), as SOA provides an appropriate infrastructure within the organization for integrating services and components from outside (say, form a public cloud). Grid Computing (GC), that involves networking of hardware devices, is another architecture that can be usefully deployed for a most effective integration of in-house and public or hybrid cloud platform or infrastructure services. Since, SOA provides visualization of software and GC provides visualization of hardware, the two are synergistic. The IaaS component of a Cloud may be designed around the concept of Grid Computing [7] . Similarly, PaaS and SaaS components designed with web services and layered on top of the IaaS component becomes an SOA approach [7] . Appropriate implementation and connection of SOA and GC will then provide the infrastructure for deploying Cloud Computing.
One advantage of Cloud Computing is that it provides scalability of existing hardware and software. This necessarily requires a strategy to integrate the Cloud provision with the existing infrastructure. In terms of Enterprise Integration Architectures (EIA), a generic framework consists of, typically, a 4-layer architecture stack as shown in Figure 2 . • Business Architecture -to address the long term business strategy, governance, business process modeling and higher level business functionality • Application (or Solution or Software) Architectureto focus on the information systems to support the business mission and its informational requirements • Data (or Information) Architecture -to define the data and information that needs to be made available to accomplish the business processes • Technical (or IT or Infrastructure) Architecture -to define the technology infrastructure needed to support the Data and Application architectures.
In an EIA, as shown in Figure 2 , the bottom layer can be integrated with Cloud provision with respect to IaaS and PaaS; the middle two layers can be scaled up by utilization of Cloud provision with respect to SaaS. In this sense, Cloud Computing provides an extension to existing EIA architectures and this is how scalability is achieved. Serge Thorn [15] discusses this combination and suggests ways of mapping various Cloud services to the TOGAF framework. A typical example to suggest mapping of cloud provision to the different layers of a generic EIA is exhibited in Figure 3 . Cloud Computing is, in fact, a realization of combining many existing technologies (SOA, GC, utility computing, virtualization, autonomic computing) with new ideas to create efficient and more effective IT solutions [10] . A report on Cloud Computing published in Jan 2010 [12] suggested that:
• Enterprises are moving beyond experimentation • They are beginning to develop management software to deal with scaled Cloud environments • They are beginning to develop enterprise-level policies for dealing with Public and Hybrid Clouds.
Enterprises are excited about the opportunities that Cloud Computing presents and, as the evidence suggests [4, 5, [10] [11] [12] , Enterprise Cloud Computing is firmly poised to be the next big thing.
V1. CONCLUSION
Cloud Computing is essentially on-demand access to a shared pool of computing resources. It helps consumers to reduce costs, reduce management responsibilities and increase business agility and the competitive edge. For this reason, it is becoming a popular paradigm and increasingly more companies are shifting toward IT Cloud Computing solutions. Advantages are many but there are also challenges and inherent issues. These relate to data governance, service management, process monitoring, infrastructure reliability, information security, location of data, data integrity and business continuity. The way forward for an enterprise is to plan a strategy for integrating existing resources to cloud offerings, to understand the inherent issues and limitations, to follow best practices suggested by other organizations and to think in terms to moving towards SOA and Grid Computing because of synergies between these paradigms. The existing EIA (e.g TOGAF) can be effectively utilized to integrate the Cloud provisions. Once, this is done, an enterprise is well on its way to consume the Cloud services and gain the benefits that Cloud Computing offers. This paper presents, in some detail, the deployment approaches, the benefits, the issues and challenges and also suggests a way forward to utilize the Cloud provisions. The aim of this work is to provide some general information for enterprises wishing to integrate their existing IT processes and system with Cloud infrastructures available outside their organizations. There is no doubt that Cloud Computing is firmly poised to be the next big thing for enterprises, large and small.
